View audit logs

Every significant action is recorded in the audit logs: who, what, when, from which IP address
and via which channel. This way you can check exactly what happened in response to a

customer inquiry, an audit or a security incident.

How to view the audit logs

1. Open Audit logs
Click Audit Logs in the left menu. By default you see the entries from the last week,

newest first.
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Actie Van Naar
S Rapporiags Zoeken Q ] L Alleacties v 022026 B 09m/2026 5]
: Delete  Delete Team #01alc145-8c7e-72d6-b351-6871chbb66S7 Koen Victor
B3 Organisaties 90V 2026, 18:06 viaweb van 185.xx.Xx.XX optreden als Koen Victor
& Gebruikers Craate Create Team #0lalc145-8c7e-72d6-b351-6871cbbb6657 Koen Victor
9 nov 2026, 18:05 via web van 185.XX.XX.XX optreden als Koen Victor
22z Teams
Impersonate Start User: "Koen Victor" Koen Victor
O Dossiers Impersonate Start g ..., 5026,18:02 viaweb van 185.xxxxxx optreden als Koen Victor
A, Woordencorrecties . . )
Impersonate Stop Impersonate Stop User: "Koen Victor' Koen Victor
2) Rollenspel 9 nov 2026,17:56 via web van 185.xx.xx.xx optreden als Koen Victor
£} Marktplaats Delete  Delete Team #01alc12a-2012-7259-b2¢1-97121b643103 Koen Victor
9 nov 2026,17:36 via web van 185.xx.Xx.xx optreden als Koen Victor
' Create Team #0lalc12a-a012-7269-b2c1-9712fb643103 Koen Victor
Audit Logs
@ & Cr838) 5o 2026,17:35 viaweb van 18500 optreden als Koen Victor
Delete  Delete Organisation Member #1244 Koen Victor
9 nov 2026, 17:27 via web van 185.xX.XX.xx optreden als Koen Victor
Delete  Delete User #1244 Koen Victor
9 nov 2026, 17:27 via web van 185.xx.00xx optreden als Koen Victor
Delete Delete Dossier #20846776-107a-4d31-a5e5-6976eee3808 Koen Victor
9 nov 2026, 17:27 via web van 185.xx.XX.xx optreden als Koen Victor
Delete Delete Team #ac846776-1b7a-4d31-a5e5-6d976eee38b8 Koen Victor
9 nov 2026,17:27 viaweb van 185.XX.XX.XX optreden als Koen Victor
Impersonate Start Impersonate Start User: "Koen Victor" Koen Victor
= 9 nov 2026, 17:26 via web van 185.xxxx.xx optreden als Koen Victor
Organisation Imps Stop O
OIFANIESIONIMESEONARRI0RY 5 nov 2026, 16:50 viaweb van 185500000 Kaen Vigtor
Login User: "Koen Victor" -
Logn 510y 2026,15:19 via web van 185 xxxxxx KagnVictor
o ——— or Billing Mode.Updated O
Organisation Billing ModeUpdated o/ . L e s Koen Victor
P Organisation Start O
Organisation Impersonate Start o 20 0 0 O e e oot Koen Victor
Impersonate Stop | MPersonate Stop User: "Koen Victor" Koen Victor
& P 9 nov2026,1518 via web van 185.xxxxxx optreden als Koen Victor
|mpersonate Start | MPersonate Start User: "Koen Victor" Koen Victor
B 9nov 2026, 15:18 via web van 185.xx.xx.xx optreden als Koen Victor

The audit logs with the filters at the top. IP addresses are masked in this example.

2. Filter the list
Use the fields at the top: Search (free text), User, Action and the period From and To.

The list is updated immediately.

3. Open the details of an entry
Click the arrow on the right in a row. You see the entity type (for example user or file), the

entity id, the source (web or api), the request number and the metadata in json format.
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Delete  Delete Team #01a1c145-8076-72d6-b351-6871chbbG6S7 Koen Victor
B3 Organisaties 9 nov 2026, 18:06 via web van 185.xxxxx optreden als Koen Victor
2 Gebruikers Create Create Team #01alc145-Bc7e-72d6-b351-6871chbb6657 Koen Victor
9 nov 2026, 18:05 via web van 185.x06x00xx optreden als Koen Victor
s22 Teams
|mpersonate Start | MPersonate Start User: "Koen Victor" Koen Victor
[ Dossiers L 9 nov 2026, 18:02 via web van 185.xx0x0¢ optreden als Koen Victor
A, Woordencorrecties . .
Impersonate Stop ' MPersonate Stop User: "Koen Victor Koen Victor
9nov 2026, 17:56 viaweb van 185.xxxx.xx optreden als Koen Victor
2 Rollenspel
£3 Marktplaats Delete Delete Team #0lalc12a-2012-7259-b2c1-97121b643103 Koen Victor
€1et 9 nov2026,17:36 viaweb van 185.xx.00xx optreden als Koen Victor
; Create Team #0lalc12a-a012-7259-b2c1-9712fb643103 Koen Victor
Audit Logs
@ 4 Create g 10v2026,17:35 viaweb van 185.xxxxxx optredanial Koan Victor
Delete Delete Organisation Member #1244 Koen Victor
9 nov 2026, 17:27 via web van 185.xxx0xx optreden als Koen Victor
Delete Delete User #1244 Koen Victor
9nov 2026, 17:27 via web van 185.xx.xxx optreden als Koen Victor
Delete Delete Dossier #ac846776-107a-4d31-a5e5-6976eee38b8 Koen Victor
9nov 2026, 17:27 via web van 185.xx.xxxx optreden als Koen Victor
Delete  Delete Team #ac846776-167a-4d31-a5e5-6d976eee38b8 Koen Victor
9 nov 2026, 17:27 via web van 185.xxx00xx optreden als Koen Victor
\mpersonate Start | MPersonate Start User: "Koen Victor” Koen Victor
B 910V 2026,17:26 via web van 185.xx.XxXX optreden als Koen Victor
o o Stop O
Organisation Impersonate Stop g 5, 2026, 15:50 viaweb van 185.xxxxxX KoenVictor
Login User: "Koen Victor"
LogiN 910y 2026,16:19 via web van 185 xcxxxx KoenVictor
user 9 web 4090b78-57c3-49€6-a917-C691eaded067
C
{
“guard": "web"
o Billing Mode.Updated fon: “Gintronics" ;
Organisation Biling Mode.Updated g1 0 L e oo, Koen Victor
-~ Organisation Impersonate Start Organisation: "Gintronics"
Organisation Impersonate Start o2 0 P e e Koen Victor
\mpersonatetop _IMPersonate Stop User: "Koen Victor" Koen Victor
personate StOP 9 nov 2026, 1618 via web van 185.xcxx.xx aptreden als Koen Victor

An expanded entry with the technical details.

4. Export to csv
Click Export csv in the top right. You receive a csv file with the entries that match your

filters. The export itself is also logged as an action.

Which actions are logged

In the Action dropdown you can filter on one of these types:

Action Meaning

Create, Read, Update, Delete A record (user, team, file, member ...) was created, viewed, modified

or deleted.
Login, Logout, Login failed Sign-ins and failed sign-in attempts.
Change password A user changed their password.
Create token, Revoke token An api or connector token was created or revoked.

Impersonate start / stop An administrator temporarily took over the identity of a user

(impersonation). The row shows acting as with the name.



Action

Organization impersonation

started / stopped

Export

Good to know

Meaning

An administrator temporarily worked in the context of another

organization.

An export, for example of the audit logs themselves.

e Entries are retained for 365 days. If you need a longer retention period, export periodically

to csv.

e The audit logs are read-only. No one, not even an administrator, can modify or delete

entries.

e For questions regarding compliance or the data processing agreement, see the Policy &

privacy section.



